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Abstract—In this paper we are proposing an authentication
method based on the energy usage patterns of connected devices.
This approach marks a step up from traditional security
protocols, using artificial intelligence and predictive analytics to
identify the unique energy behaviors of each device. We
implemented this system on Raspberry Pi 5, a small and
affordable microcomputer, to show its efficiency and
practicality in the real context of IoT applications. The solution
we propose provides a new level of security by detecting subtle
changes in energy usage that could mean suspicious activity or
deviations from normal operation. The adaptability and
scalability of this system makes it suitable for a wide range of
IoT applications, from smart home devices to complex industrial
systems. By closely studying energy data, our work highlights
the importance and efficiency of integrating emerging
technologies into IoT infrastructures for a safer and more
resilient IoT environment.

Keywords—Internet of Things, Methodology, Security,
Energy consumption, Authentication, Protocols, Algorithm
design and analysis.

I. INTRODUCTION

In our fast-paced world where tech is always evolving, loT
devices are found nearly everywhere at homes and in
businesses alike. Our new method for confirming a user's
identity based on their energy use is another useful tool to keep
these devices secure. This strategy doesn't depend on older
security tools like encryption or passwords alone. In addition,
it adds another safety feature by studying energy use patterns
making the system less vulnerable to standard cyber-attacks.
This can play an essential role in identifying and stopping
unauthorized or misused IoT devices, thus preserving the
integrity of both networks and data.

Instead of relying solely on common software safety
strategies, we shift to making smart use of artificial
intelligence to analyze energy use patterns to offer a more
proactive security. What sets this method apart is the ability to
detect subtle changes in the behavior of IoT devices that
security strategies usually overlook. Every IoT device leaves
a unique energy usage footprint and our system we researched
uses this for added user verification.

By using the Raspberry Pi 5 [1] demonstrate the method's
practicality that shows its effectiveness in real world IoT
applications. Raspberry Pi 5, with its advanced processing and
flexible interfacing capabilities, is an ideal platform to prove
how energy consumption patterns can be monitored and
analysed in real time. This provides an efficient and accurate
device authentication method.

The solution's flexibility is another significant advantage.
It is customizable and scalable to meet a wide variety of IoT
scenarios and needs. From smart home appliances to advanced
industrial systems, the Raspberry Pi 5 implementation
validates the concept while highlighting its potential for
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extension and adaptation. This contributes to a safer, more
resilient IoT environment and sets the stage for new research
and development prospects in IoT security solutions. It
emphasizes the importance and efficiency of incorporating
emerging technologies into critical infrastructures.

II. RESEARCH AND SUBSTANTIATION

Drawing on various research, these articles aim to advance
the field of IoT security through innovative authentication
methods and strategic integrations. For instance, the approach
in [2] uses unique device identities for encryption, integrating
steps like setup, key generation, and decryption to protect
against cyber threats like DDoS attacks. In contrast, [3]
explores a layered authentication framework that reduces
operational costs and enhances inter-device communication,
proving useful in complex [oT ecosystems.

Meanwhile, [4] refines an existing protocol to
accommodate large-scale data collection in intelligent
transport systems, highlighting the importance of robust
security measures for user access and system integrity.
Furthermore, [5] addresses critical vulnerabilities in biometric
authentication, proposing solutions to enhance user privacy
and system resilience against sophisticated attacks.

Lastly, [6] uses blockchain technology to overcome the
limitations of traditional single-password systems, enhancing
the security and transparency of IoT environments through a
multikey authentication mechanism. Together, these studies
demonstrate the dynamic evolution of IoT security,
emphasizing the need for continuous adaptation and
improvement to address emerging threats and technological
advancements.

The discussed studies look at different ways to
authenticate devices in the Internet of Things (IoT) to improve
security. One approach [7] restricts network access to devices
within a certain distance by using a Wi-Fi signal to verify
location. Experiments show that this can improve security in
ad hoc IoT networks by adjusting the distance threshold to
improve the accuracy of proximity-based authentication.

Another study [8] combines machine learning, specifically
the Random Forest algorithm, with Belief Desire Intention
(BDI) agents to authenticate IoT devices. This method uses
context information from devices to make authentication
decisions, which can increase accuracy and reduce
computation delays, providing a more secure and efficient
security framework for IoT networks.

The research in [9] develops a two-factor mutual
authentication (2FMA) system for IoT devices using RFID
and fingerprints, based on the MQTT protocol. This system is
designed to withstand brute force and sniffing attacks, thereby
enhancing the security of communications and data within I[oT
networks. The study emphasizes the importance of robust and
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efficient authentication methods as IoT device numbers and
associated security risks grow.

Additionally, the investigation into  hardware
characteristics and energy monitoring technologies aims to
better understand energy usage patterns in IoT devices, such
as smart thermostats. This involves analyzing various
techniques to detect anomalies in energy use that could
indicate security breaches, thus contributing to safer IoT
environments. Each approach reflects a strategic effort to
address specific vulnerabilities and optimize [oT device
security in increasingly complex networks.

This chapter will also clear the path for the next steps of
the project, which includes developing algorithms for spotting
these oddities and adding these systems into existing IoT
infrastructures. By combining a thorough research method
with hand son application and testing, our aim is to contribute
to the increased energy efficiency and improved security of
IoT devices [2], [4], [5].

A. Identification of Target Devices

Studying the hardware components of Internet of Things
(IoT) devices is essential to understanding the energy
efficiency of today's smart technologies. The Nest Smart
Thermostat, for example, automatically adjusts its
temperature, which can result in savings of 10% to 12% on
heating and 15% on cooling. Ecobee, with its eco+ algorithm
and programming assistant, can save up to 26%. The Amazon
Smart Thermostat, based on Honeywell Home technology,
focuses on efficient control of energy consumption, with
estimated savings of about $50 per year [10].

Along with practical benefits, energy monitoring
technologies support sustainability. By providing accurate
data and real time analysis, they promote responsible energy
use. This cuts costs and carbon footprints, backing global
efforts against climate change.

B. Impact of Network Security on Energy Consumption

In our research on network security's impact on the energy
use of [oT devices, we are particularly focused on risks such
as Low-rate Denial of Service (LDOS) attacks. These attacks
can disrupt network communication, affecting devices like
smart thermostats and more, leading to unjustified energy use

[11].

In an LDOS attack scenario, smart thermostats and other
IoT devices may respond improperly to commands or fail to
switch to energy saving settings when not in use. This results
in an unexpected increase in energy consumption. For
instance, a thermostat might continuously heat or cool a room
unnecessarily, causing excessive energy spending and
unwarranted wear and tear on the HVAC system.

Poor network security can indirectly lead to extra costs.
These include identifying and fixing problems as well as
boosting infrastructure security. With so many IoT devices out
there, from smart homes to industries, dealing with security
risks is key. It is not just for data protection, but also for energy
efficiency [12].

Adding some security to them, we can not only ensure data
safety and security but also manage our energy resources in
our connected ecosystems more effectively and sustainably
[13], [14].

Integrating smart home devices, such as thermostats with
motion sensors and lighting systems, can improve energy
management efficiency. User interface and usability
significantly impact interactions and device effectiveness,
while reviews offer insights into real-world performance. This
analysis aims to deepen understanding of the smart thermostat
market, highlight technological advancements, and identify
opportunities for improving smart home energy efficiency.
Furthermore, it examines long-term trends and forthcoming
strategies to boost energy efficiency in homes and industries,
emphasizing technology's critical role in fostering sustainable
practices. [15], [16]

III. DATA COLLECTION

In the energy consumption of the smart thermostats listed,
there are some general things to keep in mind to limit energy
consumption in homes by adjusting heating and cooling
programs to suit user habits.

To determine the actual use of energy, we must pay
attention to:Home Type: A big house with several floors uses
energy differently than a small apartment or a one level house.

e Home Insulation and Sealant: A well-insulated house
needs less energy for heating and cooling.

e User Behavior: How users adjust the thermostat
greatly changes energy use. Lower settings for heat
and higher settings for cooling will generally save
energy.

e Local Weather: The area's climate also changes energy
use. In places with hot summers or freezing winters,
the thermostat has to work harder to keep a comfy
temperature.

A. Identification of Target Devices

Ecobee Smart Thermostat: These gadgets include sensors
that can pick up on when someone is in a room. This lets the
system tweak the temperature to what is needed [17].

Google Nest Thermostat and Nest Learning Thermostat:
The Nest series is popular for its smart, learning capabilities.
For instance, the thermostat finds out when you are home and
adjusts the temperature accordingly. This potentially cuts
energy use when you are not around. Nest suggests users can
cut their heating expenses by 10% to 12% and cooling costs
by 15% using their smart thermostats. This is calculated by
comparing with a thermostat set to a stable temperature of
22°C. To get these percentages to make sense, say the average
annual heating and cooling bill for a house is $1,000. A 10%
savings on heating would mean a $100 reduction per year.
And a 15% saving on cooling would add another $150, for a
total annual savings of $250 [10].

Amazon Smart Thermostat: Built with Honeywell Home
tech, it focuses on efficient energy control by auto changing
temperature based on where users are and how they use it.
Users might save around $50 per year on energy bills using
the Amazon Smart Thermostat, agrees Energy Sage [18].

e Wyze Thermostat: This is a budget friendly way to
enter the world of smart thermostats, with features that
save energy by adjusting to usage habits. Right now,
exact annual energy savings or usage for Wyze
Thermostat is not provided, at least not in public
adverts or technical documentation. Smart thermostat
companies like Wyze often highlight energy saving
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features and adaptability to user habits, but they do not
always offer precise savings figures or percentages
[19].

e Honeywell Home Smart Color Thermostat: Provides
monthly energy reports that can assist users in
understanding and  enhancing their  energy
consumption. In general, smart thermostats can save
between 10% to 23% on heating and cooling costs,
based on the model and use. The Honeywell Home
Smart Color Thermostat and other smart thermostat
models from Honeywell are designed to enhance
energy efficiency and help users conserve energy [20].

Different situations, like varying temperatures between
day and night, show how energy savings can change based on
external conditions and personal preferences. Remote sensors
also help the thermostat improve heating and cooling by
providing accurate readings from around the house. While
these numbers give a general idea of potential savings, they
depend on the specific home. Things like home size,
insulation, system type, and resident habits significantly
impact a smart thermostat's energy efficiency.

IV. DEVELOPMENT OF ALGORITHMS FOR THE
INTERPRETATION OF ENERGY CONSUMPTION

A. Pattern Recognition

In developing an energy consumption based
authentication system, we rely on Machine Learning
algorithms. These are trained using collected data to identify
unique patterns associated with each IoT thermostat model

(Fig.1).
»J) g

Raspberry Pi 5

A

LAN Router

Honeywell ' \
Thermostat ﬂ h h
. . '
Wyze Ecobee Nest
Thermostat  Thermostat Thermostat

Fig. 1. Connecting sensors to the network with Raspberry Pi

The algorithms are designed to analyze and interpret slight
changes in energy consumption, which could indicate a
particular thermostat type and its specific usage patterns. This
approach involves complex segmentation and detailed data
analysis to extract distinguishing features from datasets and
differentiate between device behaviors. Emphasis is given on
ensuring data confidentiality and security, some of the aspects
amid growing concerns over privacy and security in IoT
ecosystems [21], [22].

To enhance the complexity and precision of the "Pattern
Recognition" section in our study, we can further develop and
refine the characteristic identification method for energy
consumption patterns. The goal is to set up a more
comprehensive and methodologically robust approach aligned
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with the complex requirements of energy model analysis in
IoT devices.

We start by handling any missing values to ensure the
data's accuracy. These can better capture the dynamics of
energy use. The features are then normalized using
“sklearn.preprocessing” from the “StandardScaler” library.
Principal component analysis (PCA), using
“sklearn.decomposition” from the PCA library, is applied to
reduce the data set's dimensions, simplifying it while retaining
the most meaningful information (Fig. 2). This approach falls
in line with the advanced data processing techniques common
in academic research, enhancing the robustness and
effectiveness of the pattern recognition process in loT energy
usage data.

import numpy as np
import pandas as pd
from sklearn.preprocessing import StandardScaler

from sklearn.decomposition import PCA

def extract_energy patterns(data,
num_components=3):

nmn

Extracts and transforms
patterns from IoT device data.

energy consumption

Returns:

DataFrame: Transformed features representing
energy consumption patterns.

nmn

# Check for missing values and handle them
appropriately

data = data.fillna(method='ffill').dropna()

# Feature Engineering: Create new features that
might capture energy consumption dynamics

data['energy diff'] =
data['energy usage'].diff().fillna(0)

data['rolling_mean energy'] =
data['energy usage'].rolling(window=5).mean(). ﬁllna(m
ethod="bfill")

# Select relevant features for pattern extraction

features = data[['energy usage',
'rolling mean_energy']]

‘energy _diff,

# Normalize the features
scaler = StandardScaler()

scaled features = scaler.fit_transform(features)

# Apply Principal Component Analysis (PCA) for
dimensionality reduction

Fig. 2. Feature extraction process for energy consumption models
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B. Model Training

A thoughtful algorithm selection process is done,
considering things like model complexity, interpretability, and
computing efficiency. Algorithms like Random Forests [23],
Gradient Boosting Machines [24], or Deep Neural Networks
[25] could then be assessed for their suitability.

In training the model, metrics like accuracy, precision,
recall, and the area under the ROC curve (AUCROC) are used
to measure the model's efficiency in precisely identifying
specific thermostat energy usage patterns. Techniques like
SHAP (SHapley Additive exPlanations) [26] or LIME (Local
Interpolatable Modelagnostic Explanations) [27] can be
applied to provide insights into the model's decision making
process, enhancing transparency and trust.

Import necessary libraries
import numpy as np
import pandas as pd

from sklearn.ensemble
RandomForestClassifier

import

from sklearn.model selection import train test split,
GridSearchCV, cross_val score

from sklearn.metrics import classification_report,
confusion_matrix, accuracy_score

from sklearn.preprocessing import StandardScaler

def prepare_dataset(data,
label column):

feature columns,

nmn

Parameters:

data (DataFrame): The dataset containing features
and labels.

feature columns (list): List of column names to be
used as features.

label column (str): Name of the column to be used
as the label.

# Load data and prepare dataset

nest learning data =
pd.read_csv('nest learning data.csv') # Assuming data is
stored in a CSV file

feature columns = ['featurel', 'feature2’, 'feature3')
label column = 'label'

X nest learning, y_nest_learning =
prepare dataset(nest learning data,  feature columns,
label column)

# Initialize the RandomForestClassifier with default
parameters

model nest learning =
RandomForestClassifier(random_state=42)

Fig. 3. The training process of the Random Forest Classifier model

This is how we used the training of Random Forest
Classifier model for Nest Learning Thermostat data. Initially,
the dataset gets ready with feature scaling (StandardScaler)
and is saved as a CSV format. It is then assessed using
“GridSearchCV” to boost the model's performance. The data
splits into training and testing sets using “train_test_split” for
model evaluation. A grid search with “crossvalidation” occurs
to find the Random Forest Classifier's best hyperparameters.
The model then trains with these top parameters and is
reviewed using classification metrics like accuracy, confusion
matrix (through “confusion matrix”) and the classification
report (through “classification report”).  Additionally,
“crossvalidation” scores are computed to gauge the model's
robustness (with “cross_val score”) and generalization ability
across different data subsets (using “accuracy score”). This
comprehensive approach ensures a thorough and well-
thought-out setup for the pattern recognition model.

C. Authentication Workflow

Data is collecte-d and immediately processe-d in real-time.
This process e-xtracts and aligns features that match the
traine-d Machine Learning model. Sliding Window
Algorithms and normalization are- used to ensure consiste-nt
formatting. Simultaneously, the system's anomaly de-tection
mechanisms identify any unusual de-viations, which could
suggest security breache-s or device alterations. This trigge-rs
security protocols like alerts or blocks. The- authentication
workflow incorporates continuous improveme-nt and
adaptation based on feedback to re-fine the model.
Throughout this proce-ss, strict ethical and confidentiality
standards are uphe-1d to comply with privacy laws. [22], [28].

Upgrading the source code for "Authentication Workflow"
more thoroughly and with increased attention to detail
requires enhancing the authentication function. This includes
additional steps and checks, ensuring a robust and reliable
authentication process for Nest Learning Thermostat. The
updated approach includes real-time data preprocessing,
detailed feature consumption data extraction (Fig.4),
prediction management, and the incorporation of error
handling and logging mechanisms.

Energy consumption (Wh)
1.4

= MNest Thermostat energy consumption

Fig. 4. Nest Thermostat energy consumption data gathering

One part of the code includes the function named
“authenticate nest learning” that fully manages error
handling and logging, ensuring the login process is robust.
This function checks the format of the input data, uses the
predefined method “extract energypatterns”, and employs the
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pretrained Random Forest Classifier model to predict the
likelihood of the device being genuine. The authentication
decision is based on a particular threshold, which can be
adjusted to control the sensitivity of the authentication
process. Error management is set up to capture and record any
issues that occur during the process, aiding in debugging and
ensuring system stability.

D. Dynamic Authentication

At regular intervals, the collected data is used to reassess
the existing automated learning model. This include checking
how well the model is working now and spotting any
differences or changes in the device's behavior the model
might not quite catch. If big changes are found, the model goes
through a redo with the updated data set, making sure it stays
in line with the current behavior models of the devices [29],
[29].

A key part of dynamic authentication is finding the best
balance between the model's stability and adaptability. It is
important to make sure that the model is not overly sensitive
to small or temporary behavior changes in the device, which
could lead to false negatives or positives in authentication.
Techniques like data smoothing, detecting anomaly thresholds
and change point detection are used to keep this balance [30].

The process of updating the model is automated to make
sure it is done as soon as possible and to cut down on the need
for anyone to step in. Automatic triggers are set up for
reassessing and redoing the model, based on stuff like the time
passed, the volume of new data or spotting big changes in the
device's behavior [29].

We put together an “update model” function. This
prepares a new data set using “GridSearchCV”, tunes the
hyperparameter operated by Random Forest Classifier, and
puts new data in play. Then, the best model gets trained with
new data and performance gets assessed via “train_test_split”.
The function also includes error handling and logging to tackle
any issues during the update process using “accuracy_score”.

This approach makes sure the model stays effective and
accurate over time, adjusting to new patterns and device
behavior changes. That is why we also wuse the
“classification_report” library, to extract data in an easy to
read format.

V. IMPLEMENTATION OF AUTHENTICATION SOLUTION BASED
ON ENERGY PATTERNS FOR IOT DEVICES

A. Implementation of scripts for data monitoring via
Raspberry Pi

We used a Raspberry Pi 5, a compact and efficient
microcomputer, for our proposed system's execution. By
directly using the Raspberry Pi's GPIO interface we smoothly
blend in compatible sensors to measure IoT devices' energy
use. For collecting energy consumption data, we created a
Python script that functions as a real-time monitoring system
when. We designed this script to constantly collect data
without significant errors and save it in a structured CSV
format. This helped us arrange and dissect the collected details
efficiently, making later analysis and energy consumption
information extraction for IoT devices easier (Fig.3).

In this Python script, we used key libraries to monitor data
with a Raspberry Pi. The "gpiozero" library helped us to
interface directly with the Raspberry Pi's GPIO system to
work with sensors. The "time" library handled the timing of
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data collection. I used "csv" to efficiently save data in CSV
format and "datetime" to accurately record timestamps.

The simulation has a clear structure and separate roles,
which makes it flexible for future adjustments and expansions.
It supports a modular approach, allowing us to integrate
different sensors and storage methods without complicating
the original code. The script is also scalable - we can replace
CSV storage with databases like SQLite or MySQL to handle
larger datasets and complex queries, improving data
management and analysis capabilities.

This approach demonstrates a flexible and adaptable
software architecture designed to meet diverse and changing
requirements in [oT and data processing projects..

B. Authentication algorithm development

When creating a sophisticated authentication algorithm, a
first step is extracting sets of data that, in our case, is energy
consumption. This stage, often known as “feature extraction”,
revolves around spotting and pulling out meaningful or
informative data. These are then utilized to build predictive
models or classification algorithms impacting the efficiency
of the authentication algorithm trends. This commonly uses
advanced data processing techniques and statistical analysis to
ensure a stable foundation for the next stages of algorithm
development.

To make sure every attribute plays an equal part in the
upcoming analysis, we normalize the data with
“StandardScaler”. This removes any bias that might be due to
measurement scale differences. Then, we calculate descriptive
statistics  with the libraries “train test split” and
“classification_report”. They help us understand the
fundamental trends and distributions in our data set, which are
needed for spotting possible anomalies and preparing for more
complex analyses.

Next, we applied the following dimension reduction
techniques: Principal Component Analysis (PCA) and t-
Distributed Stochastic Neighbor Embedding (tSNE). PCA
changes and simplifies our data set into a reduced dimension
space but keeps most of the original information intact.
Meanwhile, tSNE helps visualize multidimensional data in a
two-or-three-dimensional space, making it easier to detect
hidden patterns or clusters in high dimensional data. To make
the formatted data easier to read, we use the “plt library”.

In the last stage, we use a Random Forest classifier to show
how the extracted features can be effectively used in
classification. Not only does this method bring a strong
predictive capability, but it also offers an intuitive
understanding of each feature's contribution to the
classification process.

After the Raspberry Pi containing our script was
implemented in the network, we tried a replay attack at every
hour to check the system’s robustness (Fig.5). We discovered
that, in the first 4 hours of the system’s power on, we had a
significantly less success in attacking the thermostat
compared to the system without having the solution in place,
at around 25%, capping at 26% success rate. After the first 4
hours, the replay attack’s rate of success started to drop even
more, capping at a 18% success rate. Once the 6 hours mark
has passed, the ML algorithm started to recognize a strong
pattern in the IoT device’s energy consumption rates, fact that
shows in the most dramatical drop of the attack’s success rate
that maxed at 7% and averaged at 3.8% for the next 6 hours.
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Fig. 5. Replay attack success rate on a secure system

This script serves as a representative example and can be
adjusted or broadened based on the needs of the project or the
complexity of the data being examined. The flexibility and
scalability of this model allows it to adapt to various data
processing scenarios, thereby providing a sturdy and
adaptable framework for advanced data analysis in different
practical contexts.

This implementation not only improves the router's ability
to resist unauthorized access to data, but also provides
complete security management. A software and hardware
development for our infrastructure, turns into a robust barrier
against cyber threats, saving sensitive data and maintaining
network integrity in SOHO environments [32].

VI. CONCLUSION

Using energy use patterns to enhance IoT device security
gives an extra layer of protection making the security more
challenging in the face of cyberattacks because each IoT
device has a unique energy use profile, not easily duplicated
or faked.

A replay attack tries to catch and resend a valid sign in
signal. But the subtle, shifting energy use of IoT devices
makes faithfully resending these patterns really hard. So, even
if the login details can be acquired, an attacker’s chance of
mimicking a device's exact energy pattern is slim. This cuts
down the success of these types of attacks.

Using an identity fraud, attackers try to copy a device's
unique signatures for unauthorized access. Here, the unique
energy consumption patterns act as a strong authentication
method. It does not depend on static credentials or
compromisable cryptographic keys. This requires the attacker
to not only have superior knowledge of the target device but
also the ability to mimic its energy behavior accurately in real
time.

Utilizing Raspberry Pi 5 in implementing our solution
enables easy software upgrades and modifications, a crucial
feature in a rapidly evolving technology domain. This means
the solution can be continuously updated and scaled to comply
with the latest security standards and counter new attack
tactics, ensuring robust and timely security of IoT devices.

In future research in IoT security, there are several
promising fields to explore to enhance and refine the
effectiveness of our energy consumption pattern based
solution. One area involves refining and improving machine
learning algorithms to ensure even more accurate and efficient
energy patterns. This process entails applying and evaluating
advanced machine learning and deep learning techniques,
such as convolutional neural networks or unsupervised

learning algorithms. These techniques can draw out more
subtle, complex features from energy consumption data,
thereby increasing accuracy in identifying and authenticating
IoT devices.

Future research should focus on integrating this solution
with other security methods. This could mean combining
energy usage pattern analysis with biometric, cryptography, or
behaviors authentication to create a multifactor authentication
system. These research directions could herald new frontiers
in IoT security, setting new benchmarks for data and devices
protection in the digital age.
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